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ABSTRACT
Quantum cryptography is based on the use of single photon Fock states. Unfortunately, these states are difficult to
realize experimentally. Nowadays, practical implementations rely on faint laser pulses or entangled photon pairs,
where both the photon as well as the photon-pair number distribution obeys Poisson statistics. Hence, both possibilities
suffer from a small probability of generating more than one photon or photon pair at the same time. For large losses
in the quantum channel even small fractions of these multi-photons can have important consequences on the security
of the key. In this paper we briefly comment on sources based on faint pulses as well as on entangled photon-pairs,
and we compare their advantages and drawbacks.
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1. INTRODUCTION

Rather than depending on the complexity of factoring
large numbers, quantum cryptography is based on the
fundamental and unchanging principles of quantum
mechanics. In fact, QC rests on two pillars of 20th century
quantum mechanics – the Heisenberg Uncertainty
principle and the principle of photon polarization.
According the Heisenberg Uncertainty principle, it is not
possible to measure the quantum state of any system
without disturbing that system. Thus, the polarization
of a photon or light particle can only be known at the
point when it is measured. Secondly, the photon
polarization principle describes how light photons can
be oriented or polarized in specific directions.
Charles H. Bennet and Gilles Brassard developed the
concept of quantum cryptography in 1984 as part of a
study between physics and information. Bennet and
Brassad stated that an encryption key could be created
depending on the amount of photons reaching a recipient
and how they were received. Their belief corresponds to
the fact that light can behave with the characteristics of
particles in addition to light waves. These photons can
be polarized at various orientations and these
orientations can be used to represent bits encompassing
ones and zeros. Thus, while the strength of modern
digital cryptography is dependent on the computational
difficulty of factoring large numbers, quantum
cryptography is completely dependent on the rules of
physics and is also independent of the processing power
of current computing systems.
But in this paper we are considering the challenge
for upcoming Quantum cryptography that is photon

source. In the first section we describe Faint laser pulses
solution then in next section we consider Photon pairs
generated by parametric downconversion and at last we
consider photon guns for photon generator for quantum
cryptography.
2. FAINT LASER PULSES

There is a very simple solution to approximate single
photon Fock states: coherent states with an ultra-low
mean photon number m. They can easily be realized
using only standard semiconductor lasers and calibrated
attenuators. The probability to find n photons in such a
coherent state follows the Poisson statistics:
P(n, m) =

µn −µ
e
n!

(1)

Accordingly, the probability that a non-empty weak
coherent pulse contains more than 1 photon, can be made
arbitrarily small.

P(n > 1|n > o , µ ) =
=

1 − P(0, µ ) − P(1, µ )
1 − P(0, µ )
1 − e − µ (1 + µ ) µ
≅
1 − e−µ
2

(2)

Weak pulses are thus extremely practical and have
indeed been used in the vast majority of experiments.
However, they have one major drawback. When µ is
small, most pulses are empty:
P(n = 0) ≈ 1 – µ.
In principle, the resulting decrease in bit rate could
be compensated for thanks to the achievable GHz
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modulation rates of telecommunication lasers. But in
practice the problem comes from the detectors’ dark.
Indeed, the detectors must be active for all pulses,
including the empty ones. Hence the total dark counts
increase with the laser’s modulation rate and the ratio of
the detected photons over the dark counts decreases with
µ. The problem is especially severe for longer
wavelengths where photon detectors based on Indium
Gallium Arsenide semiconductors (InGaAs) are needed,
since the noise of these detectors explodes if they are
opened too frequently (in practice with a rate larger than
a few MHz). This prevents the use of really low photon
numbers, smaller than approximately 1%. Most
experiments to date relied on µ = 0.1, meaning that 5%
of the nonempty pulses contain more than one photon.
However, it is important to stress that, there is an optimal
µ depending on the transmission losses[1]. After key
distillation, the security is just as good with faint laser
pulses as with Fock states. The price to pay for using
such states lies in a reduction of the bit rate.
3.

multi-pair events, one can generate 107 pairs per second,
using a realistic 10 mW pump. Detecting for example 10
% of the trigger photons, the second detector has to be
activated 10 6 times per second. In comparison, the
example of 1% of multi-photon events corresponds in
the case of faint laser pulses to a mean photon number
of µ = 0.02. In order to get the same number 10 6 of nonempty pulses per second, a pulse rate of 50 MHz is
needed. For a given photon statistics, photon pairs allow
thus to work with lower pulse rates (e.g. 50 times lower)
and hence reduced detector-induced errors. However,
due to limited coupling efficiency into optical fibers, the
probability to find the sister photon after detection of
the trigger photon in the respective fiber is in practice
lower than 1. This means that the effective photon
number is not one, but rather µ ≈ 2/3, still well above
µ = 0.02 [4].

PHOTON PAIRS GENERATED BY PARAMETRIC
DOWNCONVERSION

Another way to create pseudo single-photon states is the
generation of photon pairs and the use of one photon as
a trigger for the other one [2]. In contrast to the sources
discussed before, the second detector must be activated
only whenever the first one detected a photon, hence
when µ = 1, and not whenever a pump pulse has been
emitted, therefore circumventing the problem of empty
pulses. The photon pairs are generated by spontaneous
parametric down conversion in a χ(2) non-linear crystal.
In this process, the inverse of the well-known frequency
doubling, one photon spontaneously splits into two
daughter photons – traditionally called signal and idler
photon – conserving total energy and momentum. In this
context, momentum conservation is called phase
matching and can be achieved despite chromatic
dispersion by exploiting the birefringence of the
nonlinear crystal. The phase matching allows to choose
the wavelength, and determines the bandwidth of the
downconverted photons. For the non degenerate case one
typically gets 5-10 nm, whereas in the degenerate case
(central frequency of both photons equal) the bandwidth
can be as large as 70 nm. This photon pair creation process
is very inefficient, typically it needs some 10 10 pump
photons to create one pair in a given mode. The number
of photon pairs per mode is thermally distributed within
the coherence time of the photons, and follows a
poissonian distribution for larger time windows [3]. With
a pump power of 1 mW, about 106 pairs per second can
be collected in single mode fibers. Accordingly, in a time
window of roughly 1ns the conditional probability to find
a second pair having detected one is 106 · 10–9 ≈ 0.1%. In
case of continuous pumping, this time window is given
by the detector resolution. Tolerating, e.g. 1% of these

Fig. 1: Entangled Photon Pair Source as Used in the First
Long-distance Test of Bell Inequalities (Whole Source Fits in
a Box of Only 40*45* 15 cm3 Size and Neither Special Power
Supply Nor Water Cooling is Necessary)

Photon pairs generated by parametric down
conversion offer a further major advantage if they are
not merely used as pseudo single-photon source, but if
their entanglement is exploited. Entanglement leads to
quantum correlations which can be used for key
generation. In this case, if two photon pairs are emitted
within the same time window but their measurement
basis is chosen independently, they produce completely
uncorrelated results. Hence, depending on the
realization, the problem of multiple photon can be
avoided. Figure 1 shows one of our sources creating
entangled photon pairs at 1310 nm wavelength as used
in tests of Bell inequalities over 10 kilometers [6].
Although not as simple as faint laser sources, diode
pumped photon pair sources emitting in the near infrared
can be made compact, robust and rather handy.
4. PHOTON GUN

The ideal single photon source is a device that when one
pulls the trigger, and only then, emits one and only one
photon. Hence the name photon gun. Although photon
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anti-bunching has been demonstrated already years ago
[7], a practical and handy device is still awaited. At
present, there are essentially three different experimental
approaches that come more or less close to this ideal.
A first idea is to work with a single two-level
quantum system that can obviously not emit two photons
at a time. The manipulation of single trapped atoms or
ions requires a much too involved technical effort. Single
organics dye molecules in solvents [9] or solids [10], [12]
are easier to handle but only offer limited stability at
room temperature. Promising candidates, however, are
nitrogen-vacancy centers in diamond, a substitutional
nitrogen atom with a vacancy trapped at an adjacent
lattice position [14], [15]. It is possible to excite individual
nitrogen atoms with a 532 nm laser beam, which will
subsequently emit a fluorescence photon around 700 nm
(12ns decay time). The fluorescence exhibits strong
photon anti-bunching and the samples are stable at room
temperature. However, the big remaining experimental
challenge is to increase the collection efficiency (currently
about 0.1%) in order to obtain mean photon numbers
close to 1. To obtain this, an optical cavity or a photonic
bandgap structure must suppress the emission in all
spatial modes but one. In addition, the spectral bandwith
of this type of source is broad (of the order of 100 nm),
enhancing the effect of pertubations in a quantum
channel. A second approach is to generate photons by
single electrons in a mesoscopic p-n junction. The idea is
to take profit of the fact that thermal electrons show
antibunching (Pauli exclusion principle) in contrast to
photons [16]. First experimental results have been
presented [17], however with extremely low efficiencies,
and only at a temperature of 50mK!
Finally, another approach is to use the photon
emission of electron-hole pairs in a semiconductor
quantum dot. The frequency of the emitted photon
depends on the number of electron-hole pairs present in
the dot. After one creates several such pairs by optical
pumping, they will sequentially recombine and hence
emit photons at different frequencies. Therefore, by
spectral filtering a single-photon pulse can be obtained
[20], [21]. These dots can be integrated in solid-states
microcavities with strong enhancements of the
spontaneous emission [19].
In summary, today’s photon guns are still too
complicated to be used in a QC-prototype. Moreover,
due to their low quantum efficiencies they do not offer
an advantage with respect to faint laser pulses with
extremely low mean photon numbers ì.
5. CONCLUSION

Quantum cryptography could well be the first
application of quantum mechanics at the individual
quanta level. The very fast progress in both theory and

experiments over the recent years are reviewed, with
emphasis on open questions and technological issues.
Most of the research so far uses optical fibers to guide
the photons from Alice to Bob and we shall mainly
concentrate here on such systems. There is, however, also
some very significant research on photon generation and
transmission. In this paper we have considered the main
technological issue of photon source for quantum
cryptography and focused on the question “how to
proudce photons ? “ Finally we compared the advantages
and disadvantages of both the sources.
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