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Abstract: 

The JPG image is the main source of data transmission through communication channel. The authentication of this type of 

Lossy formatted image is a crucial task. This paper mainly focuses on this issue. Digital Image Watermarking approach is 

used for authentication of lossy typed image. The watermark is generated as per the feature of image using SVD technique 

and with average of image block. The embedment of watermark is done using Quantization Technique and using Integer 

Wavelet Transformation. The watermark is extracted from the original image using De-quantization technique. The 

performance of simulated system is measured using PSNR which is achieved up to 33.9368dB. The proposed system is 

tested for JPEG Compression also. It will work satisfactory with the same. The comparison of the proposed system is also 

done with two other techniques and the proposed system is also give better outcomes as compare to other systems. 
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Introduction: 

As the use of internet increases day by day, the use of digital documents like image, audio, video etc. are also 

increased. There is a need to develop electronic security system which protect as well as provides authenticity to 

the digital documents. This paper focuses on digital images only. There are two different types of formats 

available to store images: Lossy (.jpg) and lossless (.png, .tiff etc.). The researchers here focus on digital 

grayscale images with lossy format which is stored as “.jpg”. The image which is stored as ‘.jpg’, internally 

compressed in such a way that the image looks as similar as original image but with loss of some un-noticeable 

detail.  

The digital watermarking is one of the techniques using which the security can be given to the images. The 

watermark is embedded within the original image which helps in authentication process at receiving side. 

Watermark is an individual file or feature extracted file [1-10]. Watermark is generated based on the feature of 

the original image then it is easily extracted and again generated from the watermarked image at the receiving 

side [1-5]. In this paper, the watermark is generated from the original image using Singular Value 

Decomposition method and by calculating average of individual blocks.   

The generated watermark can be embedded within the original image using various methods like LSB, MSB, 

DFT, DCT, DWT etc [11-13]. The embedment using DWT is better than all other methods [12]. DWT divides 

the image into 4 sub-bands.  The values of these sub-bands are in form of float values which may be rounded 

during further process which may create error. The Integer Wavelet Transform performs the same task but the 

results are in form of integer values [14]. In this paper, IWT is used to embed the watermark in place of DWT. 

Quantization Index Method (QIM) is highly robust against the JPEG Compression when it is applied within 

frequency transform [15-20]. [16] Suggested QIM method which divided the Step size into four sub intervals. If 

the watermark bit set to 1 then pixel value is modified as C1 whereas with watermark bit it is modified as C0. 

The imperceptibility of watermarked image is less and also the pixel value is modified either with C0 or C1 so 

more quantization error is generated. To reduce the noticeable perceptual quantization error, [15] suggested 

QIM technique in which fixed scaling parameter (α) is used. Researcher divides the step size into six sub-

intervals. The sub-interval within which pixel value lies and corresponding to watermark bit, the pixel value is 

modified. Except this change QIM Watermark embedment and extraction Processes are same.  The 

imperceptibility of watermarked image is improved as compare to [16]. Within [16] when watermark bit is 0 

and pixel value lies within any sub-interval then respective modification criteria is specified properly but when 

watermark bit is 1 then no criteria were specified for the interval upper half interval.  Now if no modification is 

applied to the pixel value, then during extraction Watermark becomes 0 which gives wrong output. Some 

criteria must be specified for this interval. The respective modifications in interval are suggested in previous 

published paper [14]. The same QIM technique is applied for embedment of watermark in this paper. 
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Proposed Watermarking System: 

The proposed watermarking system is divided into sub-processes. The algorithm for each process is discussed 

below: 

a. Watermark Generation Process 

The feature of original image is extracted from image and this feature is used as watermark.  

Input: Original Gray Scale Image of size 512 X 512 (IM) 

Output: Watermark (WM). 

1. Apply Integer Wavelet Transform and decompose the IM into LL1, LH1, HL1 and HH1 sub-bands of 

size 256X256. 

2. Select LL1 sub-band and divide the image into 4X4 blocks (i.e. A11, A12,…). Calculate the average of 

each block(AVG4X4). 

3. Decompose each 4X4 block into 2x2 blocks (i.e. A11_1, A11_2, A11_3, A11_4). Calculate average 

(i.e. AVG2X2) and SVD (S1 and S2) for each sub-blocks. 

4. The watermark is calculated as per the following criteria for 2X2 block: 

 If S1>256 then wm bit=1 otherwise wm bit=0 

 If AVG2X2 > AVG4X4 then wm bit=1 otherwise wm bit=0 

5. To represent one 2X2 block 2 bits are used so to represent one 4X4 block 8 bits are used which are 

demonstrated in Fig. __. 
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6. LL1 image is divided into 4096 blocks and 4096 X 8 = 32768 bits are used as watermark (WM). 

 

b. Watermark Embedment Process 

The embedment watermarking process is discussed below: 

Input: Original Gray Scale Image of size 512 X 512 (IM) 

Output: Watermarked Image (WMD). 

1. Apply Integer Wavelet Transform and decompose the IM into LL1, LH1, HL1 and HH1 sub-bands of 

size 256X256. 

2. Select LL1 sub-band and divide the image into 4X4 blocks (i.e. A11, A12,…). 

3. The watermark bit is embedded using QIM embedding technique which is discussed earlier at specific 

position within block which is shown in Fig. ___. The embedded image is considered as i_LL1 image. 
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4. Apply inverse IWT to i_LL1, LH1, HL1 and HH1 to get watermarked image (WMD). 

 

c. Watermark Extraction Process 

The watermark extraction process is discussed below: 

Input: Watermarked Image (WMD) 

Output: Extracted Watermark (EWM) 

1. Apply Integer Wavelet Transform and decompose the WMD into LL1, LH1, HL1 and HH1 sub-bands 

of size 256X256. 

2. Select LL1 sub-band and divide the image into 4X4 blocks (i.e. A11, A12,…). 
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3. To extract the watermark bits from each block, apply QIM extracting technique at the positions shown 

in Fig. ___. 

4. Watermark bits of blocks are considered as Extracted watermark (EWM). 

 

d. Authentication Process 

This watermark helps in the process of authenticating image. If the extracted watermark and extracted 

generated watermark bits are nearly matched then the image is considered as Authentic otherwise it is 

declared as unauthentic image. 

Input: Watermarked Image (WMD) 

Output: Extracted Generated watermark (EGWM) 

1. Apply the generating watermark steps on WMD to extract the features of it. 

Consider this watermark as Extracted Generated Watermark (EGWM). 

2. Compare EGWM and EWM with each other for authenticating image. If both are near to equal, the 

image is considered as Authentic. 

 

Performance Evaluation: 

Peak Signal Noise Ratio (PSNR) is the distortion measurement standard which is used to test the 

imperceptibility of watermarked image. It is defined in Eq. __. As the value of PSNR increase, the watermarked 

image is more similar to original image. 
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Experimental Results: 

The algorithm is simulated using MATLAB R2017a. Grayscale JPG images which are shown in Fig. 1 are used 

to test the efficiency of algorithm.  

 

Fig-1 Original Image 

 

 

Watermarked images are demonstrated in Fig. 2. 

 

Fig-2 Watermarked Image 

 

The Simulated system is also tested using Method[15] and Method[16] method. Table1 shows the PSNR results. 
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Table-1 PSNR Comparison 

Image PSNR  

[15] 

PSNR 

[16] 

PSNR  

Proposed 

Lena 31.6223 32.8922 32.8922 

Pepper 31.9482 33.486 33.6860 

Sunflower 33.2687 34.3046 34.7246 

Camera man 32.6908 33.7602 34.7602 

Woman 31.4557 32.6205 33.6205 

Average 32.1971 33.4127 33.9367 

As per tabular outcomes, it is clear that the proposed method is more imperceptible as compare to other two 

suggested algorithms. 

The original generated watermark is compared with the generated watermark from watermarked image for all 

these systems and the results are shown in form of total numbers of matched bits in Table 2.  

Table-2 Bit Matching Comparison 

Image 
Matched Bits (out of 32768) 

Method[15] Method[16] Proposed 

Lena 32301 32329 32375 

Pepper 32373 32377 32437 

Sunflower 32351 32351 32397 

Camera man 32204 32186 32255 

Woman 32241 32218 32332 

Average 32294 32292 32359 

Matching Percentage 98.55% 98.55% 98.75% 

 

As per the Table2, it is clear that the Proposed method, give improved result as compare to other two methods. 

Average matching in form of percentage is 98.55%, 98.55% and 98.75%. The bit matching with proposed 

system is high as compare to other two methods. 

To test the robustness of the system, the JPEG compression attack is applied to all the systems and the outcomes 

are compared as compare to two other methods. Related matched bits calculations are shown in Table 3. 

Table-3 After JPEG Compression attack Comparison 

Image 
Matched Bits (out of 32768) 

Method[15] Method[16] Proposed 

Lena 32272 32294  32330 

Pepper 32347 32338  32395 

Sunflower 32079 31982  32043 

Camera man 31834 31844  31898 

Woman 32236 32209  32315 

Average 32154   32133  32196 

Matching Percentage 98.12%   98.06%  98.25%  

 

As per the results, the proposed system performs well with JPEG Compression attack also.   Average matching 

after attack is 98.12%, 98.06% and 98.25%. The bit matching with proposed system is high as compare to other 

two methods. 
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Conclusion: 

The proposed system is used for authentication of grayscale image. The watermark is generated from the 

original image so extra cover image is not required. The algorithm doesn’t require original image at the time of 

extracting watermark. The imperceptibility of watermarked image is measured in form of PSNR which is 

33.9368dB. The watermark is embedded within the original image using Integer Wavelet Transform and 

Quantization Index Method. Different QIM methods are applied to the algorithm to test the performance of the 

QIM methods.  The average watermark bit matching within proposed system is 98.75% which is acceptable than 

other two QIM methods. The proposed system is also robust against JPEG Compression attack. The average 

watermark bit matching within proposed system is 98.25% after JPEG Compression attack which is also 

acceptable as compare to other two QIM Methods. The algorithm is implemented with only the grayscale 

images so in future; authors will try to develop the authentication system for color image. 
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