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Abstract: Encryption is the process of converting a plain text message in to cipher text which can be decode 

back in to the original message. An encryption algorithm a key is used in the encryption and decryption of data. 

There are various types of data encryption which form the basis of network security. Encryption schemes are 

based on block or stream cipher. 

The type of the keys length used depends upon the encryption algorithm and the amount of security needed. In 

Conventional symmetric encryption a single key is used. With this key the sender can encode a message and a 

receiver can decode the message but the security of the key becomes problematic. In asymmetric encryption, the 

encryption key and decryption key are different. One is a public key by which the sender can encrypt the 

message and the other is a private key by which the receiver can decrypt the message and vice-versa. With 

probabilistic encryption algorithms a crypto analyst can no longer encrypt random plain texts looking for correct 

cipher text. Since multiple cipher texts will be developed for one plain text, even if he decode the message to 

plain text, he does not know how far he had decided the message correctly. To illustrate, a crypto analyst has a 

certain cipher text cti. Even if he guesses message correctly, when he encrypts message the result will be 

completely different ctj. 

Keywords: - Encryption, Decryption, private key, Wireless Sensor Network, Broadcasting Applications. 

 

 

 Introduction 

The necessity of information security within an organization have undergone major changes in the past and 

present times. In the earlier times physical means is used to provide security to data. With the advent of 

computers in every field, the need for software tools for protecting data. The important tool designed to protect 

data and thwart illegal users is computer security.  

Security mechanisms usually involve more than an algorithm for encryption & decryption purpose and as well 

as for generation of sub keys to be mapped to plain text to create cipher text. It means that participants be in 

possession of some secret information, which can be used for protecting data from unauthorized use.  

Thus an algorithm has to be developed within which security services and mechanisms can be viewed. To 

identify and support the security services of an organization at its effective level, the manager needs a 

systematic way. One approach is to consider three aspects of information security that is Security attack, 

Security mechanism and Security services. Security attack identifies different modes by which intruder tries to 

get unauthorized information and the services are intended to counter security attacks, and they make use of one 

or more security mechanisms to provide the service. 

 As the importance of information systems is ever growing in all most all fields, electronic information takes on 

many of the roles, earlier they being done on papers. Few information integrity functions that the security 

mechanism has to support are security and confidentiality of the data to be transmitted and authentication of 

users. 
 

Proposed Methodology & Algorithm 

The type of operations used for transforming plain text to cipher text. All encode algorithms are depended on 

two general principles. Substitution in which each element in the plain text is mapped to another element and 

transposition in which the elements in the plain text are re arranged. Mainly all systems involve multiple steps of 

substitution and transpositions. 

The number of keys used. If the sender and receiver use the same key, the system is called as symmetric, single 

key, secret key or conventional encode. 
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In this cryptographic algorithm for keys generating we used a very strong and lightweight block cipher 

algorithm that given as: 

The steps that are involved in the proposed block cipher algorithm are as f o l lo w s . 

Step #1. The decimal values and letters of the plain text are given numerical values starting from   0. 

Step #2. A random matrix is used as a key. Let it be X . 

Step #3. A “Ternary Vector” for 3
3   

values i.e. from 0 to 26 is generated. 

Step #4. Let this be “Y”. 

Step #5. 1 is subtracted from all the values of ternary vector.  

Step #6. The modified ternary vector is multiplied with the matrix k e y . 

Step #7. A sign function is applied on the product of ternary vector & matrix   key. 

Step #8. 1 is added to all values of Step #7. 

Step #9. A sequence is generated which is used as sub key 

Step #10. The sub key is added to the individual numerical values of the message to generate cipher  text. 

Example 

Encryption. 

Plain Text A  v  n  K  R  I 

Alpha Numeric equivalent 10 31 23  20  27  18 

Key 2  0  0  18  0  3 

Add 12 31 23  38  27  21 

Mod36 12  31 23  02  27  21 

Cipher Text C  v  n  02  R  L 

 

Decryption 

Cipher Text C  v  n  02  R  L 

Alpha Numeric equivalent 12  31  23  02  27  21 

Add 36 12  31 23  38  27  21 

Key 2  0  0  18  0  3 

Subtract 10 31  23  20  27  18 

Plain Text A  v  n  K  R I 

 

As the model is probabilistic in nature, it is not only free from Differential and Linear cryptanalysis but also free 

from Chosen Cipher text attack. The model is also free from public key attacks. The second algorithm considers 
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not only the key but also time stamps and Initialization Vector to generate a sequence which is used as sub key 

to generate cipher text. The study outlines the components of these algorithms and their strength in a real time 

environment. 

This process of improvement has been spurred on by the ever-growing user demand for security to the 

transmission (and storage) of information. The Postwar II period ushered in a new multifaceted era of advances 

in science and technology; emergence of multinational corporations; and globalization of economic activity. 

This change has and will continue to put heavy user demand on security to data in communication systems and 

networks. Increased competition globally in the ecommerce and other applications underlines the need for 

secured communication. For data storage and transmission, encryption becomes imperative for security and 

confidentiality. 

  

Conclusion/Future Work 

 

The present work deals with plain text being represented by numerical and characters of English alphabet. The 

work can be improved so that it can support the characters of not only English but also of other languages as 

well. The work can also be improved to support not only text but also other forms of message transmission like 

audio, video and image 
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