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Abstract

Digital images are highly modified by unauthorised users due to the availability of advanced
editing tools. To address this challenge, watermarking techniques can be used. Fragile and Semi-
fragile watermarking techniques are frequently used by researchers for authentication, tamper
detection, localization, and in certain cases, self-recovery. This paper provides a comparative
analysis of fragile and semi-fragile watermarking methods based on their embedding domains,
image types, robustness, imperceptibility, and capability to differentiate between malicious and
non-malicious attacks. The study concludes that fragile watermarking systems offer higher
sensitivity to tampering, whereas semi-fragile watermarking provides practical robustness in real-
world scenarios.
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Introduction

The use of multimedia applications and online platforms has increased the need for reliable
techniques to protect the authenticity and integrity of digital images. Traditional cryptographic
approaches ensure data integrity but fail to localize tampered regions or recover the original image
content. Digital watermarking has effective solution for image authentication, tamper detection
and recovery. Watermarking methods are classified into robust, fragile and semi-fragile
watermarking systems. Robust watermarking system focuses on Copyright protection where as
Fragile and Semi-fragile watermarking systems are used for integrity. Fragile watermarking is
highly sensitive to modifications and is suitable for strict authentication whereas Semi-fragile
watermarking tolerates minor, non-malicious distortions like compression, salt & pepper noise
while detecting malicious tampering.

This paper focuses on in-depth reviews and comparative analysis of fragile and semi-fragile
watermarking systems.

Fragile Watermarking:

Fragile watermarking is a digital watermarking technique mainly designed for authentication and
integrity verification of images. Fragile watermarking is intentionally sensitive—any slight
modification to the image alters or destroys the watermark. This property makes it highly effective
for applications such as tamper detection, localization of modifications, and limited content
recovery. Its main advantage lies in its simplicity and high sensitivity, though it cannot distinguish
between malicious and non-malicious attacks.
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Many Researchers have been worked with Fragile Watermarking System for solving tampering
issue. The detailed reviews are discussed in Tablel.

Table 1 Reviews for Fragile Watermarking System

Tamper Tamper
Ref Tvna Image | Blind Detection, Recover Watermark | Securit | Embeddin | Malicious
No yp g Localizatio y generation |y g Attacks
n
Copy move
attack,
Text addition,
Gray Scrambl Object removal,
1 | Fragile | Scale | Blind v Cover e Spatial image splicing
Feature
2 | Fragile | Color | Blind v v Extraction Spatial Cropping
Feature
3 | Fragile | Color | Blind v v Extraction Spatial Collage
Copy move
Gray Feature Scrambl attack,
4 | Fragile | Scale | Blind v v Extraction e Spatial Image splicing
Gray Feature Scrambl Cropping,
5 | Fragile | Scale | Blind v v Extraction e Spatial Image splicing
Feature
6 | Fragile | Color | Blind v v Extraction Spatial Image Splicing
Copy move
attack,
Text addition,
Gray Scrambl Object removal,
7 | Fragile | Scale | Blind v Cover e Spatial image splicing
Copy move
attack,
Text addition,
Object removal,
Gray Collage, |
8 | Fragile | Scale | Blind v Cover Spatial mage splicing
9 | Fragile | Color | Blind v Cover Spatial
Object removal,
Gray Feature Scrambl Cropping,
10 | Fragile | Scale | Blind v v Extraction e Spatial Image splicing

As per the Tablel, majority of researchers who worked with fragile watermarking have worked
with Blind watermarking system. The research for gray scale as well as color images are done for
solving tampering issue. Watermark generation is done either by cover-based embedding or
through feature extraction. Features are extracted using SVD, LWT, Halftoning, by applying non-
overlapping blocking and then performing operations like minimum, maximum, mean etc. on each
block. For providing more security, scrambling is applied using Arnold Transform, Permutation
and shifting top to bottom rows and columns. Embedding is consistently performed in the spatial
domain where mainly LSB method is applied. While fragile watermarks are highly sensitive,
making them effective in detecting even small modifications, they are tested against a range of
malicious attacks such as copy-move, cropping, collage, splicing, object removal, and text
addition, showing their effectiveness for strict authentication and tamper localization but with

Page | 83



iy International Journal of IT & Knowledge Management (ISSN: 0973-4414)
Volume 12 e Issue 1  pp. 82-87 June 2018 - Dec 2018  www.csjournals.com

limited recovery capability. Non-malicious attacks like Compression, Salt & Pepper, Blur, sharpen
image, these systems treat same as malicious attacks which is the limitation for Fragile system.

Semi-Fragile Watermarking:

Semi-fragile watermarking is a digital watermarking technique designed to balance sensitivity and
robustness, making it suitable for content authentication in multimedia applications. Unlike fragile
watermarking, which breaks under any modification, semi-fragile watermarking can tolerate non-
malicious operations such as compression, salt & pepper, scaling while still detecting and
localizing malicious tampering like object removal, splicing, or text addition. Semi-fragile
watermarking offers a practical solution for authentication and tamper detection where content
integrity must be ensured without rejecting acceptable image manipulations.

Many Researchers have been worked with Fragile Watermarking System for solving tampering
issue. The detailed reviews are discussed in Table2.

Table 2 Reviews for Semi-Fragile Watermarking System

Tamper -
Ref Type Image | Blind | Detection, Tamper Watern"_nark Security | Embedding Malicious
No L Recovery | generation Attacks
Localization
Semi- | Gray Feature
11 | Fragile | Scale | Blind v Extraction | Scramble | Frequency
Text addition,
Object
Semi- | Gray Feature removal,
12 | Fragile | Scale | Blind v Extraction Frequency | Image Splicing
Semi- | Gray | Non-
13 | Fragile | Scale | Blind v Cover Frequency
Copy move
attack,
Semi- | Gray Feature Text addition,
14 | Fragile | Scale | Blind v Extraction | Scramble | Frequency | Image splicing
Object
Semi- | Gray Feature removal,
15 | Fragile | Scale | Blind v v Extraction | Scramble | Frequency | Image splicing
Semi- | Gray | Non-
16 | Fragile | Scale | Blind v Cover Scramble | Frequency
Semi- | Gray Feature Copy move
17 | Fragile | Scale | Blind v v Extraction Frequency | attack
Object
Semi- | Gray Feature removal,
18 | Fragile | Scale | Blind v v Extraction Frequency | Image splicing
Semi- | Gray | Non- Feature
19 | Fragile | Scale | Blind v Extraction Frequency
Semi- Feature
20 | Fragile | Color | Blind v Extraction Frequency
Semi- | Gray Text addition,
21 | Fragile | Scale | Blind v Cover Frequency | Cropping

Page | 84



LJITKM
0973-4414

International Journal of IT & Knowledge Management (ISSN: 0973-4414)
Volume 12 e Issue 1  pp. 82-87 June 2018 - Dec 2018  www.csjournals.com

As per the Table2, majority of researchers who worked with semi-fragile watermarking have
worked with Blind as well as Non-blind watermarking system. Majority of researchers have
focused on Gray-scale image tampering issue. Watermark generation is done either by cover-
based embedding or through feature extraction. Features are extracted using different methods like
DCT, DWT, Canny and Sobel edge detection techniques, SVD, PCA, Halftoning etc. For
providing more security, scrambling is applied using Arnold Transform, Permutation and shifting
top to bottom rows and columns. Embedding is consistently performed in the frequency domain
where DCT, DWT, IWT as well as Hybrid methos are applied. Semi-fragile methods are designed
not only for tamper detection and localization but in some cases also support tamper recovery.
They are particularly effective in distinguishing non-malicious changes from malicious ones and
have been tested against a variety of attacks such as copy-move, text addition, cropping, object
removal, and image splicing. These techniques are robust for non-malicious attacks like
compression, salt & pepper, sharpen, blur, scaling. Compared to fragile watermarking, these
schemes offer greater robustness and reliability.

Comparative Analysis:

As per the literature reviews, the comparative
watermarking systems are discussed in Table3.

analysis between fragile and semi-fragile

Table 3Comparison between Fragile & Semi-fragile Watermarking

Criteria Fragile Watermarking Semi-Fragile Watermarking

Purpose Authentication, tamper  detection, | Authentication, tamper detection, localization, benign
localization, limited recovery vs malicious differentiation, partial recovery

Image Support Gray scale, Color Gray scale, Color

Watermark Separate watermark image, feature- | Feature-based (DCT, DWT, SVD, PCA, edge

Generation based (SVD, LWT, halftoning) detection)

Embedding Spatial (LSB) Frequency (DCT, DWT, Hybrid)

Domain

Security Scrambling (Arnold, permutation, Scrambling (Arnold, Logistic map)

Mechanism row/col shifting)

Blindness Mostly blind Both blind and non-blind

Robustness Fails to differentiate malicious & non- | Differentiates malicious & non-malicious attacks
malicious attacks

Attacks Tested Copy-move, object removal, collage, | Copy-move, text addition, cropping, object removal,
splicing, cropping splicing

Complexity Simpler to implement Higher complexity

Tamper Provides limited or no tamper recovery | Some methods support partial recovery of tampered

Recovery regions.
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Fragile watermarking is mainly used for strict authentication and tamper detection, offering high
sensitivity where even minor changes break the watermark, making it simple but unable to
differentiate between malicious and benign modifications. It typically works on grayscale and
color images using spatial domain embedding (LSB) with scrambling for security, providing high
imperceptibility (PSNR) but limited recovery. In contrast, semi-fragile watermarking is more
advanced, designed to not only detect and localize tampering but also distinguish between non-
malicious operations and malicious attacks. It usually operates in the frequency domain (DCT,
DWT, hybrid) with stronger security mechanisms (Arnold transform, chaotic maps), feature-based
watermark generation, and both blind/non-blind approaches. While it offers moderate
imperceptibility with partial recovery and robustness against benign changes, its implementation
is more complex compared to fragile watermarking.

Conclusion:

Fragile and semi-fragile watermarking systems complement each other in the domain of image
authentication and tampering Issues. Fragile watermarking provides high sensitivity to any
modification, making it useful for applications requiring strict authentication but limited
robustness. Semi-fragile watermarking, although more complex, offers a balance between
robustness to non-malicious operations and sensitivity to malicious tampering, making it more
suitable for real-world applications such as medical imaging, forensics, and multimedia
communications. Future work should focus on semi-fragile watermarking technique which is
more suitable for real-world applications with optimized imperceptibility and recovery
performance.
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