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Abstract 
The ingenuity of the software involved in the 

theoretical basis of cryptographic algorithms is 

indeed phenomenally strong. But they can be broken 

only through the weakness of their implementations. 

This weakness of the theoretical base is manipulated 

to explore into the various dimensions and 

possibilities of Side Channel Attack (SCA). This in 

fact forms the core of the methodology employed in 

the study of SCA as described in this paper. This 

paper explores into the possibilities and uses of 
various Side Channel Attacks meticulously. SCA 

exploits the unintended information leakage from the 

implementation to extract the secret key. The 

information elicited via side channel attack may 

include power consumed by the system, timing 

parameters, electromagnetic information etc. The 

specific aim of this paper is directed towards 

eliciting side channel information through power 

analysis attack. The process also invariably makes 

use of a powerful Boolean technique, which utilises 

the Boolean form of extracted variables. This 

Boolean reasoning technique will try for all possible 
combinations and find out a true assignment, if there 

exist any. This system can be extended to attack 

cryptographic software implementations. SCA 

substantially reduces the complexity of performing 

cryptanalysis and defines it in a new light.   

Keywords: Cryptanalysis, Side Channel Attack, Power 

Analysis Attacks. 

 

I. Introduction 
 

Many electronic systems contain implementations of 

cryptographic algorithms in order to provide 

security. Most of the security systems are broken by 

exploiting the weakness in their implementations. So 

considering the security during the entire system 

design is important. Cryptographic primitives such as 

encryption and hashing algorithms form the basis of 

most of the security systems. A cryptographic system 

may be treated as a mathematical function that 

performs a given mapping of its input to its output. 

The function can be implemented as a hardware or 
software unit. The term Cryptanalysis refers to the 

process of breaking a cryptographic system without a 

brute force search. This can be implemented by 

analyzing the statistical properties of the outputs 

under the application of targeted inputs [1]. These 

attacks are said to be infeasible in practice since 
large amount of data is required for the 

implementation. 

A powerful class of attack is the side channel attack. 

All side channel attacks can be viewed as consisting 

of two phases. 

 An observation phase, wherein information 

is gathered from the target system. 

 Analysis phase in which the collected 

information is used to infer the secret key. 

In this work, side channel attack is defined as which 

utilizes side channel information such as operation 

timing [3], [4], power dissipation [5], [6], [7], 
electromagnetic radiation [8], [9] and behaviour in 

the presence of induced faults [10]. It is proved that 

small amount of leaked information is enough to 

break the secret key [11]. Many methods are 

proposed to counter the side channel attack [12], 

[13], [14]. All these techniques are used to minimize 

the presence of side channel attacks. But it is very 

difficult to eliminate them completely [15]. 

Hardware and software implementations are more or 

less equally vulnerable for side channel attacks. Data 

exposure will occur in software implementation 
through memory bus exposure, core dump files etc. 

Even in the most secure software implementation 

also the problem of data exposure exists [16]. 

Possibility of data exposure from software 

computation after the computation is over is a real 

threat to the security [17]. 

In this work side channel information is utilized to 

propose a frame work for side channel attack. The 

analysis phase of the attack is formulated as a 

Boolean search problem and the deduction phase is 

performed using state of art satisfiability (SAT) 

solvers. This approach will increase the scope of side 
channel attacks by allowing a wide range of internal 

variables to be exploited. We know that in a DES 

algorithm, 16 rounds are there. By knowing the input 

to the S-Box in a round will allow the attacker to 

calculate the key. So the secret keys and other easy 

targets are often protected from exposure. On chip 

key generation and storage may be one way to 

protect the data [18]. Most of the variable values 



 

 

seem to be harmless. But if it is exposed, it may be 

sufficient to deduce the secret keys with the help of 

powerful analysis techniques such as SAT solvers. 

The various ways of extracting side channel 

variables includes  

Timing Analysis: This uses the time taken by the 
crypto system to execute cryptographic algorithm. 

Timing attacks are often overlooked in the design 

phase because they are so dependent on the 

implementation. Also timing attack is algorithm 

independent [3], [4]. 

Power Analysis: This type of attack analyzes the 

power consumption of the unit while it performs 

cryptographic operation. Power analysis can be 

classified into Simple power analysis, Differential 

power analysis and Higher order differential power 

analysis [5], [6].  

Tempest Attack: Tempest can be termed as Tiny 
Electro Magnetic Particles Emitting Secret Things. 

This type of attack uses the electromagnetic 

radiations emitted from the system while performing 

a cryptographic operation [8].  

Acoustic Cryptanalysis: This type of attack utilizes 

the sound which may be audible during the time of 

computation. The sound produced by different keys 

can be observed and make use by the attacker. 

Differential Fault Analysis: This type of attack 

relates to the ability to investigate ciphers and 

extracts key by generating faults in a system. 
Satisfiability is the problem of determining, whether 

the variable of a given Boolean formula can be 

assigned in such a way as to evaluate to true. 

Boolean formula is expressed in conjuctive normal 

form (CNF) which consists of literals and clauses. 

Boolean function is written only using AND, OR and 

NOT functions. A literal is either a variable or 

negation of that variable. A clause is a disjunction of 

literals. The function of SAT solver is to find the 

satisfying assignment to any Boolean formula, if 

there exist any. SAT problem may be classified as 

either 3-SAT (clauses are limited to at most three 
literals), 2-SAT (clauses are limited to at most two 

literals) and horn SAT (clauses are limited to at most 

one positive literal). Even for many EDA 

applications we can use SAT solvers which 

motivated advances in SAT solving techniques. SAT 

software tools are freely available [19], [20]. Many 

efficient heuristic methods exist to solve real life 

SAT problems.  

This work gives some ample evidence of software 

and hardware leakage. There is no general frame 

work to transform this type of leakage into actual 
attack on security system. Usually implementation of 

a cryptographic system will take basic measures to 

protect keys and other directly related variables from 

leakage. So in such cases powerful reasoning 

methods like SAT solvers are required. In security 

point of view, knowledge of the internal variables 

that can be used to launch side channel attack can be 

included in the design guidelines to ensure more 

security. Earlier a model is proposed for DES as a 

SAT formulation to study the properties of DES 

algorithm and for traditional cryptanalysis [21]. But 

this is based on the knowledge of plain text and 

cipher text. But the results showed the inability of 
SAT to solve traditional cryptanalysis. This paper 

purely deals with the attempt to apply Boolean 

analysis technique to side channel attack. 

 

II. Motivation 
 

In this section we motivate the prevalence of leakage 
of intermediate variables while communicating and 

software computations. 

 

A. Leakage of software variable values 
 

The architecture of a typical hardware software 

system implementing a cryptographic algorithm is 
shown in the Fig. 1. The system will map a plain text 

to a cipher text depending upon the given secret key. 

The architecture is divided into hardware and 

software part. Operating system and the application 

programs that are layered on the top of system 

library will form the software section. Operating 

system interacts with the hardware subsystem using 

machine instructions. The hardware section consists 

of the processor, I/O devices and the memory system 

made up of on chip cache memory and system 

memory [2]. The processor has an on chip memory 
which stores the cryptographic key, thereby 

preventing the exposure of the key bits through the 

operations which causes it to be transmitted outside 

the processors secure perimeter [22]. The 

complexities involved in implementing such a 

hardware software system open a path for intentional 

or unintentional leakage of data values at various 

interfaces, which includes application – library, 

application – OS, library – OS and OS – hardware. 

 

 
Fig.1. Leakage of software variable values 

 
Unintentional leakage: This happens during normal 

operation due to bugs, improper policies etc. Jim 



 

 

Chow [17] showed the existence of program data in 

system buffers in main memory long after the 

program terminated. Swapping of program data to 

disks greatly increases the probability of data 

exposure. Data will be present in the disk and there 

are many ways to extract that data [23]. Core dumps 
occur when an application program crashes after 

performing an illegal operation. This information can 

expose program data [22]. System crash report 

generated by a widely used OS will reveal sensitive 

information [24]. 

Intentional leakage: This is precipitated by attacks 

which are crafted to exploit latent system 

vulnerabilities. Examples of such malicious hardware 

or software vulnerabilities include hacking the run-

time stack [25], proactively probing the cache using 

a Trojan process [26], monitoring the memory traffic 

on the system bus [27], etc. Also, there exist tools for 
dynamically examining the contents of program 

memory as the program is being executed [28]. Most 

of the software systems are implemented with the 

aim of maintaining security of data. But these 

systems also show security breaches [29].  

 

B. Power Analysis Attack 
 

Power Analysis attack utilises the power 

consumption of a device while performing a 

cryptographic operation. To measure a circuit’s 

power, a resistor is inserted in series with the power 

or ground input. The voltage difference across the 

resistor divided by the resistance yields the current. 

Well equipped electronics labs have equipment that 

can digitally sample voltages at extra ordinary higher 

rates. Here the power traces of a smart card while 

performing encryption operation is analysed to 
proceed with the simple power analysis [5].  

Simple Power Analysis (SPA) is a technique that 

involves directly interpreting power consumption 

measurements collected during cryptographic 

operations. SPA can yield information about a 

devices operation as well as key materials. 

 

 
Fig.2. SPA traces showing an entire DES 

operation. 
 

Fig. 2 shows the SPA trace from a typical smart card 

as it performs a DES operation. All the 16 rounds are 

clearly visible in the graph [5]. A trace refers to a set 

of power consumption measurements taken across a 
cryptographic operation. Fig.3 shows magnified view 

of the trace shown above, showing the second and 

third rounds of encryption and decryption operation.  

 
Fig.3. SPA trace showing DES round 2 and 3. 
 

Many details of the DES algorithm operation is now 

visible [5]. As an example, the first and second 28 bit 

DES key registers are rotated once in round 2 and 

twice in round 3. This difference is indicated in the 

diagram with an up arrow key. 

SPA can reveal the sequence of instructions being 

executed. So it can be used to break cryptographic 

implementations in which the execution path 

depends on the data being processed. 

Attack on an 8052 microcontroller is discussed here. 
In the first stage it is useful to perform simple 

operations on the microcontroller and play around 

with the various possibilities for the measurement 

setup. The aim is to optimize the measurement setup 

of the microcontroller board. The next step is to 

choose the right value for resistor, Rm between global 

supply and the supply pin of the controller across 

which the current profile is taken. The value of Rm 

lies between 1ohms and 20 ohms. It is better to use a 

differential probe with high input resistance and very 

low input capacitance [30]. 

 
Fig.4. MOV 00 versus MOV FF instructions. 

 

Fig.4 shows the current traces of the microcontroller 
while performing some simple MOV instructions. 

First and Second traces shows the profile of MOV 00 

and MOV FF commands while the third trace is the 

zoomed difference of the two MOV commands [30]. 

 

III. SAT Frame Work for Enabling 

SCA 
 

In this section, details of the proposed SAT based 

cryptanalysis framework are given. This technique is 

general and can be applied to any algorithm. The 

functionality of the cryptographic algorithm being 

targeted has to be represented as an equivalent 

Boolean Formula in conjuctive normal form (CNF). 



 

 

Finally SAT solver is used to solve the resulting 

formula.    

 
Fig.5. SAT formulation for side channel 

cryptanalysis 
 

The implementation of a cryptographic algorithm 

having a side channel that leaks values of 

intermediate values is shown in Fig.5. The plain text 

Pi is mapped to cipher text Ci, for the secret key Ki. 

{Vi
j} represents the value of k intermediate variables 

leaked when the implementation transforms Pi to Ci.  

Let Ψ(P,C,K,V1,V2,...Vm) represents literals 

corresponding to plain text, cipher text, secret key 
and all the m internal variables respectively. Given n 

known plain text/cipher text pairs (P1,C1), 

(P2,C2),...(Pn, Cn), and intermediate variable values 

leaked by the side channel for each pair,  {V1 
j, V2 

j, 

... Vn 
j} for the same secret key K, we can generate 

the formula Ψ(P1,C1,K1,{V1
j},{V1

j}c) ᴧ Ψ(P2,C2,K2, 

{V2
j},{V2

j}c) ᴧ.........Ψ(Pn,Cn,Kn,{Vn
j},{Vn

j}c). 

{Vn
j}c is the set of intermediate variables other than 

Vn
j which remains unassigned [2]. The concatenated 

formula is input to a SAT solver which terminates 

with either satisfiable or unsatisfiable output. 

 

IV. Experimental Results 
 

In this section we are presenting the details of our 

experiments and the results. We have conducted our 

experiments on 8085 microprocessor trainer kit. Fig. 

6 shows the current trace of microprocessor while 
performing addition of two numbers. 

 

 
Fig.6. Output waveform while adding two 

numbers 

A small value resistor is connected between the 

global supply and the controller supply pin across 

which the current profile is measured. This trace is 

shown in Fig. 6. Probe with a high input resistance 

and low input capacitance is use for measurement. 

Further statistical analysis is required to identify the 
instruction wise operation which can be utilised for 

power analysis attacks. 

 

V. Conclusion 
 

A workable space is attributed to the innovative 

performance of the side channel attack in the realm 
of today’s challenging software technique. The 

lurking dangers of the above discussed software side 

channels in their specific locations are also 

demonstrated through the thrust given to the secret 

keys in such software. Also an automated SAT based 

framework for exploiting the vulnerabilities of the 

software side channel is explained. We have 

analysed the current traces of microprocessor while 

performing various basic operations, to differentiate 

the instruction wise performance at higher 

magnification. But the vital part of analysis rests on 
analysing the power traces of smart cards while 

performing encryption or decryption operations. The 

phenomenal part of the research area is focussed on 

the modification of SAT solvers to enable them to 

find the secret keys. Though the principle behind our 

research work has begun to come alive, the structural 

edifice is still an ongoing process awaiting may be 

many surprises and challenges.   
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